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For successful integration for all scenarios, the following prerequisites should be met.

2.1! Hasthe latest version of BTP’s Integration Suite
2.2! Job Profile Builder is enabled and configured in your SuccessFactors tenant
2.3! SAP SuccessFactors Integration with Cobrainer Integration Suite Package has been
downloaded into Customer’s Integration Suite’s instance
2.4! Has received the following Cobrainer’s API Credentials:
¥ I"HE%E (B)*+,)-.($)%')+%..0"$/ )
¥ I"HS%& ($)*+,)11&('2),/)
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3.1.1!

Create Cobrainer’s Service Key in SAP BTP’s %'+".#*+%&23&4%ervice Instance

This will be used to authenticate Cobrainer using OAuth 2.0 allowing it to trigger the
Integration Suite iFlows via HTTP.

Follow the steps in this SAP documentation to create the Service Key in the SAP BTP:
I"#5%&& (#)S*#) +,-&., +$&+(,[. (12"34*"1,2&$*B+(,/. (12"34*"1,2&+4*"1TB'451+ 0 2$"*2+'02. O

$451+06'7 B,40129,/2. O/"1'2"1+*"1,2

= EI7 sAPBTP Cockpit Jonourusersuvey! =2 (€ O MM
@ Cobrainer GmbH ~ | & nonprod v
& Overview i
New Service Key
Subaccount: g %
¥ Services v nonProd - ISt ...c;ates credentials and binding options that a user can manually supply to a Cloud
and Subscript| roundry-native application. View Credentials  see
Senvice All:3 Servi Name:s
Marketplace Service Key Name: PERS! Plan Display Name: intsgrationfiow. Stan
[ cobrainer_key | Plan: integration-flow Cres
Instances and Subscript... @ Runtime Environment: Cloud Foundry Chan)|
Subeh @ | Configure Binding Parameters: @ Scope: dev
@ Cloud Foundry >
- whichl Form JSON \abels (0)
(&) HTMLS Applications subscribed |
» Application Key Type: @ Create
Connectivity > =
integration ... [[ Clientid/Secret | ) o a A sunm a
@ security A External Centificate (only applicable for Key Type External Certificate): @ d applications.
Users
Instances (1)
(¥) Pin Centificate (only applicable for Key Type ‘Extemal Certificate): @
BoaColectons Service instances cre|
Kyma/Kubernetes | Of Validity in days (only applicable for Key Type ‘Certificate): ©
Roles — : Create
Instance 5 | -
‘Trust Configuration er_integratioq ey Size (only appiicable for Key Type Certficate): @ On = ModifiedOn = Status =
| 2048 v fted, or you don't have space developer authorizations.
Settings. |
(% Entitiements Environments D coe p
f Credentials ]
cobrainer_key v
Form ( JSON )

--4u0ZvdblATh20Mc=",
"url": "httfEmeeeeeee el - cpi@26-rt. cfapps. eul@-002 . hana.ondemand . com"
"createdate”: "2024-04-19T11:56:29.596Z",
"tokenurl”: "htt[ESSTiidbd-fmSsxiyc.authentication.eul®.hana.ondemand.com/oauth

/token"

Copy JSON

B011c0!b4542181it-rt-nonprod

ezYsTqZ3EKC06

Download  Close

@A cobrainer
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3.1.2! Create the following Security Materials in the Integration Suite

These are used to authenticate the Integration Suite when calling Cobrainer’s APIs
during iFlow executions. These are configured in the Credential External Parameter
of the Cobrainer APl iFlow.

= SAP Integration Suite

Y Home .
@ Discover >
Security Material (5) Filter by Name or Deployed By A | Create v Upload v @
7 Design >
0 Test N Name Type Status Deployed By Deployed On
m . michelle. madrig@co -
ifs Configure > known.hosts SSH Known Hosts Deployed Draiercom Mar 08, 2024, 08:50:39 gL
| Monite
o Monitor > successtactorsSFTP_TIH User Credentials Deployed michelle.madfid@co \,o 05 2024, 08:41:17 /B8
brainer.com
@ Engage
cobrainerAPIUser User Credentials Deployed u“"A helle. Feb 13, 2024, 14:22:28 VR -]
» Inspect et
~ 2 . michelle.| 13-
%) Monetize cobrainerAPIClientid Secure Parameter Deployed beainet.com Feb 09, 2024, 14:13:33 /7 |
Settings > , OAuth2 SAML Bearer Assertion ] michelle. madrid@co , w
® uccaiciROA (SuccessFactors) Deployed beainer.com 028, 2024, 15:00:14 w

3.1.2.1!User Credential ‘3"#$%&'($*+,-.($’

~($)%N)+%..0"S/) &W$"S&I(/HE)!"#$%& ($)/7$&'DI()"#'%S$/&'S: )
)

Edit User Credentials

Name:*

Description: | [Cobrainer Talent API User

Type:* ‘ User Credentials v

User:* | integrations+sap-integration@cobrainer.com
Password:

Repeat Password:

Deploy Cancel

3.1.2.2!Secure Parameter ‘3"#$%&'($*+,!11&('2,/

Client Id is provided by Cobrainer during the onboarding

Edit Secure Parameter

Name:*
Description: | [Cobrainer Talent API Client Id
Secure Parameter: *

Repeat Secure Parameter: *

Deploy Cancel
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Follow the steps in SAP Note https://me.sap.com/notes/0003043427 to create the
SuccessFactors Key Pair and the Security Material in the Integration Suite.

| [SAP BTP-IS] Create ‘I"t##$!1%&# ()(&"* 3%158.,7$+$&,&-$./$0'()$ )

Create Key Pair
Alias;* | successfactorsoauth
Key Type:* | RSA o
Key Size:» | 2048 v
Signature Algorithm:» | SHA-512/RSA v
Common Name (CN):* | SVe_sapcpi
Organizational Unit (.
Organization (O)
Location (L)
State or Province (ST)
Country/Reg 3
E-Mail (E)
Valid From:# | Apr 3, 2024 [5]
Valid Until:+ | Apr 3, 2026 [=]
Create  Cancel

3 Home Overview / Manage Keystore /
successfactorsoauth Rename | [ Update | [ Download _ | [ Detete
> Keystore: system
> Cenification Path General  Fingerprints  Administration
§%  Configure >
sve_sapcpl = Keystore:
@ Engage Type Owner:
 Inspect Key Pair Tenant Administrator
® Monetize Version: Serisl Number
1 0x1605¢623
©  Settings >
Subject DN

CN=sve_sapcpi,C=DE

Issuer ON:

CN=swc_sapcpi.C=OE

Key Type Key Size: Signature Algorithen
RSA 2048 SHAS12withRSA
Valid From Valid Untit

Jan 29, 2024, 00:00:00 Jan 29, 2026, 23:59:59

Fingerprints

AL
T 9A036C 3

SHA.

PESAD8:96:58 C83C 2165059444

SHA-512

10:07:0A:3E:9€:20:A2- DD-EB-AT.DE:
5784:2A:78:88:8B:AA04:20

Overview | Manage Keystore

Current  Backup  New SAPKeys  SAP Key History Rename
Update
Entries (8) Filter by Alias or DN Q | Create v| Update Signing Response | ¢ %
Alias Type Valid Until vpese s LT
Update RSA Key [ S
successfactorsoauth Key Pair Apr 03, 2026, 23:59:59 soe
Subject DN: CN=svc_sapcpi,C=DE Download Certificate Chain |
Issuer DN: CN=svc_sapcpi,C=DE Download Public OpenSSH Key
g sap-baltimore cybertrust root Certficate May 13, 2025, 01:5:00 | pownload Root Certficate

Subject DN: CN=Baltimore CyberTrust Root,OU=CyberTrust,O=Baltimore ,C=IE
Issuer DN: CN=Baltimore CyberTrust Root,OU=CyberTrust,O=Baltimore,C=IE

~ sap digicert global ca g2

@A cobrainer
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3.2.21 [SAP SuccessFactors] Create OAuth2 Client application in >%'%8()?*729<)!1&('2)
*441&3%2&".

Admin Center ~ Search for actions or people Q 8 ()

Back to Admin Tools

Manage OAuth2 Client Applications

) Register Client Application

Items per page | 10 v Page{ 1 ] of 1
Application Name Application URL Date Added Actions
sap-btp-is https://nonprod E==mminteg. . 2024-04-19 14:06:42.644 View Edit Disable Delete

W (
DA Admin Center v Search for actions or people Q & e (7] Q

Back to Admin Tools

Manage OAuth2 Client Applications

View an existing OAuth Client Application
Company sEmTrmro
Application Name  sap-btp-is

Description

APIKey Njow

Application URL  https:/inonprod-Ei=zt: txtlintegrationsuite-cpi026.cfap|
Bind to Users

User IDs

X.509 Certificate
" MIICVDCCAaQCBQC31IALMAOGCSqGSIb3DQEBDQUAMCIXCZAJBGNVBAY TAKRFMRMw

EQYDVQQDDApzdmNfc2FwY3BpMB4XDTIOMDQxODIyMDAWMFoXDTIZMDQxOTIXNTK1

KoZInVeNAQENBOADQQE BACCBIAMAZPHDTUZAZOL SQV+ XY Xy +nGSOG00TAKIKKMS
XqOtK0s7UNQYiUeiTaCyYMKW5C1343]Ud/craYmQNDpQHBL71tShcWOrbBC 2k

wYAPFHhSEnd/TNddLO7Fj Xpcs7G4zUg: T1v00/gmD4dU
XnBSzDHEJmuBCcDNfUBSxkqZoHITsbEB42DBBzCacDhYellY56IfmK3e6jzCzULYz
+6xgmqQjSOWShIKDW74C4am/G+/IKSExOco/HRaSXTJ8x3f50xYKLhOX6CzVmo

3.2.3! [SAP BTP-IS] Create 89:-;($<9=>$71.717$92217-, @44$BB122C.B-@72D$
EHS1%E&# ()12 Fin >%'%8()@(37$826)>%2($8%1

Create OAuth2 SAML Bearer Assertion

Name:* | successfactorsOAuth_TIH
Description:
Audience:* | www.successfactors.com
Client Key:* | sssssssssssssssssssssassssssnssassnse

Token Service URL:* | http: i 2.successfactors.eu/oal 1

Target System Type:* | SuccessFactors v

Company ID:* | SFOEereyy)

User ID: | Key Pair Common Name (CN) v
Key Pair Allas:*

Deploy Cancel

@A cobrainer XY SuccessFactors



3.2.4! [SAP SuccessFactors] Create SAP BTP-IS Technical User

3.2.4.1!Create Service User in Import Employee Data Tool
I

“HI%8S () SHI6ES - 18H.10-1 1SI2HSIR)SI)&I2HSI3 . (14) $I&5S6787S-17(12#$19%:1:) 717 (1<=;!
> 2<@®

3#)(ASI2#$1$*) 701)--'$8&I 7 (124$1)22) 6#$-13<B!, *5.'21870$!C72#1)!'$) 0I$*){E16.5:12.1)13<BIS70$D
|

I"H'S1%6B1& ()Y BI& H#+8&%, (1" H+& Y (- *H#+&Yo+(Yol#I ™ H+&IIS, (0%"("/&Y618&*) & Yok HHH(/%+H*H#1 & V2 Y0) &3H "+ &*"%456-5)&%)
(7(/(5*%/5-#"(5*%" (+&B5*8%2( &)#" &Y% &+3()%6(89325*8%6 HOY6H)) :Y6H)) . %-("<%!"#" &% 8(3%-5$"<%'&7 (&=9,'€>%6/#1"9'& 7 (&=9
V&Y 09+ H18'%)& HS'O/5-  #/&%3'50<%?@ABCDE-FAGBY%-$!"5+H:%6-$1"5+H;%-$1"5+HI%-$I"5+HI%-$I"5+HK%-$1"5+HLY%
“$1"5+HMY%-$1"5+HNY%-$1"5+HOY-$1"5+HYo-$1"5+::06-$1"5+::%6-$1"5+:1%6-$1"5+:%-$1"5+ KYo#1 (1++&*"$$ (%) (| 3/#<*
#+8963&'15+9()9&0" & *#/%6#11 (1*+&*"9() 980" & *#/ P

I"#'$1%6$1&'()%$? @ GDAQ@%,CG?BP*AQ@%*CRSDAQ@%+CTTU@P*AQ@%/A?BP*AQ@%!VWWCX%"CBU@%1@DT@G%E&QACUY
'@?YVGR@%)@ZAGBQ@DB%AY[P-YT@%)C\C?CYD%/YRABCYD%"CQ@P8YD@%2CG@P)AB@%&QZUY]@ @P(T%6V?CD @@7PH
/CD@P;%-CB]%!BAB@VIBEE]% @\C@"P,G@_V@DR]%/A?BP'@\C@"P)AB@%+ABGCXP+ADAE@G%)@WAVUBP/YRAU@%3GYX]?
“%-V?BYQC A[U@P,C@UTP;%-V?BYQC A[U@P,C@UTPI%-V?BYQC A[U@P,C@UTPJ%-V?BYQC A[lU@P,C@UTPK%-VIBYQC A[UG
M%-V?BYQC A[U@P,C@UTREANEEP, C@UTPO%-V?BYQC A[U@P,C@UTP:H%-V?BYQC A[lU@P,C@UTP::%-V?BYQC A[lU@P,C@
1%-V?BYQC A[U@P,C@UTP:1%-V?BYQC A[U@P,C@UTP:K%#??CEDQ@DBP$$()%)C?ZUAIP*AQ@%3&'15*9()9R0"&"*#/%#??CEDQ
IHSY6& (%) ("4 (%" ) (1" 5$ "+ -/ /" I"HSI%&HE( )* + 0 4%, '01)2,0,345'01)65 &7)8+ 9

5. 212#$13<B!870$!7(12H$B%& ("#)$*++',-&-".$$) D

:5."' Admin Center ~ Search for actions or people Q ”3 e 0 Qo (%)

@ &

Import Employee Data Customer Community | Admin Resources

e Import Data

Select the action you want t

A 1Ds such as User IDs, Employee IDs and so on, that begin with *0", are truncated when imported using Microsoft Excel. For example, the User ID 00123
would be truncated to 123, by default when the CSV file is opened using Microsoft Excel. To avoid this truncation and to preserve the ID values as
intended, use the process as defined in KBA-2087490

e * Basic Import More Options.
File Encoding:*  Unicode (UTF-8)
e Locale:*  English US (English US)

Date Format:  MM/ddlyyyy : ’ ¢

BacktoAdmin  Scheduled Job Manager  Validate Import File Data m

3.2.4.2!Add the following Permissions to the Technical User’s Permission Role/Group

Admin Center
Back to Admin Center

Permission Role Detail

1. Name and description

* Role Name: SFAPI_Cobrainer

Description:

2. Permission settings

Specify what permissions users in this role should have.

Permission...
v Permission not requiring target

Manage Competencies and Skills

« Legal Scan Library

« Legal Scan Library import
Manage Integration Tools

« Access to OData API Metadata Refresh and Export

« Access to OData API Data Dictionary
Metadata Framework

« Admin access to MDF OData API
Manage Center of Capabilities

« Capability Library Structure

« Competencies

« Allow API Integration with Other Systems

@A cobrainer V.Y SuccessFactors
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ET7 SuccessFactol
Job Profile Builder

[#%) Backgroundjob1 -

@A cobrainer _:
TalentHub ||

F;S BackgroundJob2 2./ ]

RoleEntity .
le-CompetencyMapping |

|

Replicate SFSF
into

EL..Y INTEGRATION SUITE

Process Cobrainer
Inbound Queue

Ms
Cobrainer_Talent_IN

0g START Event

Cobrainer

Response |

Call Cobrainer
Talent GraphQL API

Data Store
Cobrainer_MessagelLog
Cobrainer_ExecutionManager

Log END Event

Get Cobrainer Integration
Message Logs

Select.

=== External Call
——» Process Direct

Wy=—> Trigger

— MS

Create Job in
| Cobrainer f"ﬂ Log ERROR
Call Cobrainer
Talent API
Send Event to SFSF
Execution Manager POST

1
POST|

| UpdateJobin Log ERROR

Cobrainer r).hl
) iFlow

Message/Entity

1441 $%8 () +,$-.J01$'+)

@A cobrainer
Talent Hub

&7 SuccessFactors
Execution Manager

i

t
]

1 ¢ Z
N EMEven

Configure all the mandatory external parameters of the iFlows below before deploying all

artefacts.

M<I<I<l B1+>1('! I"#S%& ($)*(+,%#-().$/8&0%1/,)0"$)2.3)2+11(,,4%1/"$,)
5'/(6$%/&" !

¥

iFlow $8>>-$%.78*&'7-48>'&)-125

v

Configure "Call Cobrainer Talent API'

Receiver More
Receiver:  Cobrainer_AWSAuth v
Adapter Type:  HTTP v
Connection
Address:  https://cognito-idp.eu-central-1.amazonaws.com [ ]
Configure "Call Cobrainer Talent API"
Receiver More
Type:  All Parameters v
Cobrainer APl Base URL:  https://api.be.cobrainer.cloud [ ]
Talent API Client Id:  cobrainerAPIUser [ ]
Talent API User Credential:  cobrainerAPIClientld [ ]

@A cobrainer
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¥ iFlow $8>>-$%.78*&'7-48>'&)-?78 @ABC-125

V
Configure "Call Cobrainer Talent GraphQL API"

Receiver More

Receiver:  Cobrainer
Adapter Type:  HTTP
Connection
Address:  https://api.be.cobrainer.cloud/graphql
Vv

Receiver More

Type:
Talent API Client Id:

Talent AP| User Credential:

Configure "Call Cobrainer Talent GraphQL API"

All Parameters

cobrainerAPIUser

cobrainerAPIClientld

M<I<I<IGI"#$"%&! " #$1%8&& ' (()*&+,-($.,/$#-,012'$3%124"-$56+'7-*+1,6$81+9%:,/-*16'-
¥ iFlow D'@>*(8)-09(('<<=8()%7<-D%>'E&)*),-*&)%-$%.78*&'7
A'2($)29()2%3$8(2) @733(..B%32"$.)*+,)-CD)%'/)1$(/('28%1)E%F()&)29()G"11"0&'8)&B1"0)

AH2($'%1)+%$%F(2($.
)

Configure "Replicate SuccessFactors RoleEntity into Cobrainer”

Sender Receiver More

Receiver: ~ SFSF v
| Adapter Type:  SuccessFactors v
| connection
Address:  https://apisalesdemo2.successfactors.eu [ ] Select
Credential Name:  successfactorsOAuth_Lynx [ ]

Y T Tau

@A cobrainer V.Y SuccessFactors
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"#1 D*(HA>$281==8)(%1/ I'C./1+.'&!B/*-18*0/1$)'/! 1)&!1/1/'=2$+1.'&!$)! 456!
4,++'%%71+.*/%*0!6/*B$2':,$2& N % E*FB*-="")+?IN1==%)(% <

E SuccessFactors wINTEGRATION SUITE
Job Profile Builder

= \
EE K CompetencyEntity o eos JMs Process SuccessFactors
) RoleCompetencyMappingEntity | GET) Cobrainer_SFSF_IN B Inbound Queue
it | S I 1
\
1
1 |' ) 3
|

Response
-

Create Competency |- -------- (I

{57 SuccessFactors
Job Profile Builder

in SuccessFactors Q"l

. ( Replicate Cobrainer Job-Skills into
'L SuccessFactors Job Profile Builder

8

™
3
2
3
>

3
1
1
1
- 1 H
i o, v
==+ 8 :::I Role-Competency \:: | Create Role—CompetePfy : Execution Manager
L it I H
! :GET Call Cobrainer g "\'\ L _ﬂfaf’:"lg_cieft_e_ _ _,' Mapping in SFSF al post :
@A cobrainer Talent GraphQL API a - L v
I 1
Talent Hub 2 f § Send Event to SFSF POST 1
= B Execution Manager .
Eo ; |
il : | | Update Competency | __ | __ - _.j:,’ Competencyentity |
(@) Background Job2 7 W Mopping Delete 1 | inSuccessFactors e, PosT -3 Folecompetencpoppingrtiy |
LA S B womrermpereys L | ~ .

a3 gN3 Bo7

1
S 1
& 1
Delete Role-Competency 8 !
| ma sFsF (7, POST |
Data Store pping in SFSF - L) | - - - - | LN

Cobrainer_MessagelLog
% Cobrainer_Execution Manager

»!: 7 SuccessFactors
Execution Manager

post| Send Event to SFSF
’ ! Execution Manager

2p=—=> Trigger === Extemnal Call
—_— M5 —— Process Direct

I"2"#13.44566%041'/6)*'+,$-./01$'+)
4.2.1.1!Configure Object Definitions: Competency

Back to: Admin Center

Configure Object Definitions

Search Object Definition » @ Competency « Include Inactives: No -

Object Definition: Competency (CompetencyEntity)

Code* competencyEntity @
Effective Dating * None @
API Visibility  gditable @
Status *  Active @
MDF Version History  Complete History @
Default Screen @
Label (2]
Description o
API Sub Version v1.0 @
Subject User Field @
Workflow Routing @)
Pending Data  No @
Todo Category Generic Object Change Requests §)
Object Category Uncategorized

@A cobrainer XY SuccessFactors
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P, ey P cung e
mdfSystemProxyUser proxyUser 255 String Details
mdfSystemRecordStatus recordStatusStr 255 Enum Details
mdfSystemExternalUserVisibility externalUserVisibility 1 Enum Details
mdfSystemVersionld versionld 255 Number Details
mdfSystemOptimisticLockld optimisticLockld 255 Number Details
collection sfFields.sfFieldS 5 Boolean Details
mdfSystemOptimisticLockUUID  optimisticLockUUID 255 String Details
capability Type sfFields.sfField11 128 Enum Details
capabilityLibraryStructure sfFields.sfField6 38 Generic Object Details
capabilityCategory sfFields.sfField7 38 Generic Object Details
capabilityGroup sfFields.sfField8 38 Generic Object Details
critical sfFields.sfField9 5 Boolean Details
trending sfFields.sfField10 5 Boolean Details
proficiencyLevelSet sfFields.sfField12 38 Generic Object Details

| cust_cbrskillid customFields.customFieldl 255 String Details |

Details

[ Name cust_cbrskillid
Database Field Name customFields.customField1
Maximum Length 255
Data Type String

Valid Values Source

Hide Old Value No
Decimal Precision
Include Inactive Users No
Ul Field Renderer
Transient No
Help Text
Mask Value on Ul No
Show Trailing Zeros No
Default Value
Hide Seconds No
Required No
Visibility Editable
Status Active
Label Cobrainer Skillld

Cascade None
Inactivated By No Selection
End Of Period No
Rules
External Code
Field Criteria

Source Field Name Destination Field Name Default Destination Value Status
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K&32&"%$6I

Shbd

Admin Center

Back to Admin Tools

OData API Metadata Refresh And Export

Refresh Metadata

Cache:

Export Metadata to File: Export

Admin Center ~

4.2.1.318 G.-.$96*$G.-.$G,B-, @+.75

Admin Center ~

S

Back to Admin Center

< API Center - OData AP| Data Dictionary

Search for actions or people

Entity (903) i  Complex Type (73) Function Import (77) Search All
Tag: - Name: " Supported Operations: Query, Insert, Merge, Replace, Upsert, Delete

Property Name A Label Type sap:picklist Business Key Nullable sap:required sap:creatable sap:updatable
createdDate Created Date datetime false true false false false
createdDateTime Created Date datetimeoffset false true false false false
critical Critical bool false true false false false

| cust_cbrSkillid Cobrainer Skillld string false true false true true
description_ar_SA Description string false true false true true

1221 $%8&'()*'+,$-./01$'+)

<=<=d>1"H$"% &) HSI%&E& () *&+,-($.,/$#-,012'$3%124"-$56+'7-++1,6$81+9$:, /- $6'-

¥

iFlow D'@>*(8)'-$%.78*&'7-FUBH*>><-*&)%-09(('<<=8()%7<-F%.-27%I*>'-39*>:'7

A'2($)29(R%$8(@)733(..B%32"$*),)-CD)%')! $(/('28&%6E%F()&)29()G"11"0&'8)&B1"0)

(H2($'%1)4%$%F(2($.

Sender Receiver More
Receiver:
Adapter Type:

Connection
Address:

Credential Name:

@A cobrainer

Configure "Replicate Cobrainer Job-Skills into SuccessFactors Job Profile Builder"

SFSF v
SuccessFactors v
https://apisalesdemo2.successfactors.eu [ ) Select

successfactorsOAuth_Lynx [ ]
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Integration errors occurring within the Main integration flows are returned to the calling
application as HTTP error code and error details are provided in the HTTP Response Body.

Errors are reflected in the Background Job log in Cobrainer for further investigation and error

handling.

Each integration flow can be triggered on demand from Cobrainer to follow-up on failed
scheduled background jobs. This allows immediate synchronization of data between the two
systems without having to wait for the next background job schedule.

The JMS messages resulting in error are automatically retried based on the External
Parameter configured for the specific queue. Retries ("'2) (H3((/&'8) 29() >%H) M>@) C(2$6)
4%$%F(2($).(Zan also be manually pushed in the Integration Suite’s Monitor tile. Message
Status of those with already maxed Retries will be set as ‘Completed’ and Custom Status
‘CBR_Failed’. These errors are also sent and logged in SuccessFactors’ Execution Manager.

Failed integration runs are as well reflected in Integration Suite’s Monitor Message
Processing tile which is accessible to SAP BTP-IS support engineers in the client side.

"#1$%88&" (()*&+,-(./0'&%+1,2.3*2*4'

All errors caught within the secondary/parallel iFlows are logged in SuccessFactors

Execution Manager.
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5.1.1!

Admin Center

SApd

Sample Execution Manager Process Instance without Errors:

(2]
e — a e a L
Back to Admin Center
Integration Center MONITOR  MANAGE NOTIFICATION
Timeframe:  Last 24 hours v Process Definition Identifier: | Replicate_SuccessFactors_RoleEntity_intc v | Process State:  Unknown x 3 More v
Scheduled Job
3
Middleware Integrations
z2
Pre-Delivered Integrations 8
H
O1PM | ozPM | 03PM | 0aPM  OSPM | O06PM  O7PM | O0BPM | 09PM | 10PM | LLPM | 1zAM | OLAM  O0ZAM | G3AM | O0SAM | OSAM | OGAM | O7AM  OBAM | 09AM | 10AM | LM | 12PM
Datermime
Completed With Wamings [l Completed Successfully [l In Progress [l Unknown
Process Instance Name Process Definition Identifier Process Definition Name Timestamp Process State Summary So Far
— oty o Replcate_SuccessFactors_Role€riiy_into_Cobrainer  Replicate_SuccessFactors_RoleEniy_imto_Cobrane Tue Ju 16 2024 128640 GMIA0200 oo 16} R
Inonprog-msxiyc] (Central European Summer Time)
N o
Admin Center ~ Search for actions or people Q e e o @

Execution Manager

Back to Admin Center

Integration Center < Event Detalls

Scheduled Job Process Instance Name:

Middleware Integrations

: Event Name
Pre-Delivered Integrations
End of process

Begin of process - Replicate_SuccessFactors_RoleEnity_into_Cobrainer

Admin Center v

SApd

Execution Manager

Back to Admin Center

Integration Center < Event Details

Scheduled Job Process Instance Name:

Middleware Integrations.

i Event Name
Pre-Delivered Integrations
End of process

Begin of process - Replicate._SuccessFactors_RoleEntiy_into_Cobrainer

Event Description
No errors logged

Replication process started

Event Description

No errors logged

Replication process started,

Process Instance ID:

i+ C
Event Type Created Date =
enp Tue Jul 16 2024 12:56:57 GMT=0200 (Cenral European Summer Time)
starT Tue Jut 16 0200 European Summer Time)
5 (2]
Search for actions or people Q e a8 o @
Process Instance ID:
Begin of process - Replicate_SuccessFactors_RoleEntity_into_Cobrainer
‘ c

Event Attributes | GMIT+0200 (Central European Summer Time)

BT esageld HGaNUSE0_ G20 eIy | |tz const ean sumer i

Total Cobrainer Jobs TO BE REACTIVATED 0
Total Cobrainer Jobs TO BE ARCHIVED 0
Total Cobrainer Jobs TO BE CREATED 1
TOTAL SuccessFactors Roles SELECTED 3
; o
Admin Center ~ Search for actions or people Q e o o
Back to Admin Center
Integration Center MONITOR  MANAGE NOTIFICATION
Timeframe:  Last 24 hours v Process Defintion Identifier: | Replicate_Cobrainer_Job-Skils_into_Suct v | Process State: | Unknownx | Failed x 4 More v
Scheduled Job
6
Middleware Integrations
g4
Pre-Delivered Integrations 8
&2
OLPM  0zPM  O03PM | 04PM  O0SPM  OSPM  O7PM  OBPM  O3PM  10PM  11PM  12AM  OLAM | OZAM  O3AM  OAAM  O0SAM  OGAM  O7AM  OBAM  O9AM  10AM 1AM
DaterTime
I Completed With Errors [ Completed With Warnings [l Completed Successfully [l In Progress [l Unknown [ Failed
Process Instance Name Process Defiition Idenifier Process Defiition Name Timestamp = Process State

Replicate_Cobrainer_Job-Skils_into_

Replicate_Cobrainer_Job-

@A cobrainer

Skils_into_
[nonprod-mssiiyc]
Replicate Cobrainer Job-

._Job_Profle_Builder

Summary So Far

[6) >

Replicate_Cobrainer_Job-
Skills_into_SuccessFactors_Job_Profile_Bulder
[nonprodm5siyc]

Replicate Cobrainer Job-

Tue Jul 16 2024 12:45:02 GMT+0200

(Central European Summer Time) COMPLETED WITH ERRORS

.Y SuccessFactors
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w Admin Center ~ Search for actions or peaple Q & [CRN?] Ao (%]

Execution Manager

Back to Admin Center

Integration Center < Event Details

Scheduled Job Process Instance Name: Process Instance ID:

Middleware Integrations.

Event Name Event Description Created Date =
Pre-Delivered Integrations

e sumer i)
ety 2 Caranr.Inegston Gt Canpetey . Scestacor:eSae2 S8 6087 -sutyrte 1M BSCESg ek TP Recuest (e ith oo aplesdemoZas ucsssfacors e NAME gy TV 10024124732 T Cntl

End of replication

eaton Dot appingin iFlow processing failed: HTTP Request failed with error : apisalesdemo2bsuccessfactors.eu: Name
& " Delete_f & 1 or service not known

i  api Jul 16 2024 12:45:38 GMT+0200 (Central

Rty 1] Cobraner_Jtagradon, Creat,_Competency_n_ SucoessFacts: e4doae36-0848 5408 007050072007 10 iFlow processing failed: HTTP Request failed with error : apisalesdemo2aa successfactors.eu: Name oo o Tue Jul 16 2024 12:45:38 GNT+0200 (Central
or service n European Summer Time)

[Retry 1] _integraton_Delete_ , Mapping in_ iFlow processing failed: HTTP Request failed with error : apisalesdemo2b successfactors.eu: Name  gaeo Tue Jul 16 2024 12:45:38 GMT+0200 (Central
or service n n European Summer Time)

Cobriner Integraton. Create_Competency.n._SuccessFactors: d3cee36-5845.5168.9377-2082072ba71e iFlow processing failed: HTTP Request failed with error : apisalesdemo2aa successfactors.eu: Name oo oo Tue Jul 16 2024 124503 GNT+0200 (Central
or service n European Summer Time)

Cobriner_integraton. Delet. , Mapping i X iFlow processing failed: HTTP Request failed with error : apisalesdemo2b successfactors.eu: Name oo oo Tue Jul 16 2024 124503 GNT+0200 (Central
or service not known

European Summer Tine)
Tue Jul 16 2024 12:45:02 GMT+0200 (Central
Begi ofpracess - Replicate_Cobrainer_Job-Skilsnto_SuccessFaclors_Job_Profie_Builder Replication process started staRT European summer Time) ¢

w Admin Center ~ Search for actions or people Q éB e @ ao [¢]

Execution Manager
Back to Adrmin Center
Integration Center < Event Details

Scheduled Job Process Instance Name: Process Instance ID:

Middleware Integrations

+ C
ore Detvered ntegrat Event Name Event Description EventType  Created Date =
re-Delivered Integrations
Tue Jul 16 2024 124801 GMT0200 (Certral.
nd ofprocess End of replication Y e e
- +egraion. Dt  apoing iFlow processing failec: HTTP Request failed with error : apisalesdemo2b.successfactors.u: Name  gaoon  Tue ul 16 2024 121473 GMT+0200 (Central
or senvice not known European SummerTine)
[Retry 2] Cobaine_Integration_Create_Compeency_in_SuccessFacior: o43cee36-88a8-5168.0377-c0ga07zparse 11O Processing faled: HTTH - gegin of process - Replicate_Cobrainer_Job-Skills_into_SuccessFactors_Job_Profile_Builder "
[Retry 1) obrainer Integration Create_ Competency_in_SuccessFactors: sd3cee36-0630-5(66-0377-c06a072071e |-\ OW PrOcessing faled: HTT e
or senvice not known
egaton bete R iFlow processing failed: HTTI o0 (cental.
. ——n [t Event Attributes
Cobraner_inegraton_Create_Competency_in_SuccessFactors: e43cee36-6846-5168-9377-6063072bd71e iFlow processing faited: HTT| [ ot
or senvice not known
ot gt ot g Flow processing ated: HTT| |_BTP-1S Messageld AGAWTyxmRe5Y1alcdNISTaekRa8l | o cental
or senvice nat known TOTAL Cobrainer Job-Skils Mappings SELECTED D ol
Begin of process - Repicte_Cobrainer_JobSiils._nto_SuccessFacors_Job_prfie_Builder Replication process started< (cental
Total SFSF Competency Mappings TO BE DELETED 1
Total SFSF Competencies TO BE CREATED 1
TOTAL Cobrainer Jobs SELECTED 1
Total SFSF Competency Mappings TO BE CREATED 0
Total SFSF Competencies TO BE DEACTIVATED 0
Total SFSF Competencies TO BE REACTIVATED 0
(o]
. . ) °
iFlow procsssing faed: HTTP Request faileg ™" Center Search for actions o people a e o Lo
with error : apisalesdemo2b.successfactors.eu:
Name or service not known
Back to Admin Center
Integration Center < Event Detalls
Scheduled Job Process Instance Name: Process Instance ID:
Middleware Integrations e
Event Name Event Type  Created Date =
Pre-Delivered Inegrations Tue Jul 16 2024 124801 GTF0200 (Central
Endofprocess End of replication eno Lo 2 e
ety 2] Cobrainernegrton_Delte. apping . iFlow processing failed: HTTP Request faled with error : apisalesdemo2bsuccessfactors.eu: Name  ¢qoo  Tue ul 16 2024 12:4733 GNIT+0200 (ol
or senvice not known ,
ety 2] Cobrainer negaton Crete Competency.in Successfactors: edscee35.3606.066.577ccga0rzbgzse IOV processing falled: HTTP Requestfaled with error : apisalesdemo2aa successfactors.u: Name | Cobrainer_Integration_Create_Competency_in_Suc...
v w petency. or senvice not known
Rety 1 Cobrainer_Inegaton Create Competncy.in SuccessFactors: edscee35 30a6.560.4577<06a07zogzse IOV rocessin falleds HTTP Requestfaled with rror :apisalesdemozaa.successfactor.eu: Name
i ntegrtion.Create.Competency_in. or service not known
iFlow processing failed: HTTP Request failed with error : Name
ety 1] Cobraner._Integration_Delete Mapping_in .
[Rety 3] gration_Delete. /_Mapping In_ Event Attributes
Cabrainer Integration Crete_Competency.in SuccessFactors: w4 cee36-6638-5(66.9377-6063072b371e Flow processing failed; HTTP Request failed with error Namel
or senvice not known BTPIS Messageld  AGaWTySxb76GKABHdanG FLOIFe
sbrainer Inegraton belte. e iFlow processing failed: HTTP Request failed with error Name
Cobrminer_inegraton Delete. -Maping . or service not known Cobrainer SkilId ~ e43cee36-88a8-5168-9377-206a072bd71e
Bagin of process - Replicate_Cobrainer_Job-Skil_nto_SuccessFactors_Job_Profle_ Buder Replication process started Mess... HTTP Request failed with error : apisalesdemozaa..

Error Code [SAP-IS_SFSF] EXCEPTION

@A cobrainer XY SuccessFactors



E! Y Admin Center ~ Search for actions or people Q ép (RN 2 (%]
Execution Manager

Back to Admin Center

Integration Center < Event Details

Scheduled Job Process Instance Name: Process Instance ID:
End of process
Middleware Integrations

. § Event Name Event Description EventType  Created Date
Pre-Delivered Integrations

End of process

Tue Jul 16 2024 12:48:01 GNT+0200 (Central
End of replication e European Summer Time)

{Retty 2] Cobrlner_Inegration_ Delete  Mapoing.in iFlow processing Retry 1 Error Count Jlesdemozb.successfactors.eu: Name coooo Tue Jul 16 2024 12:47:33 GMT40200 (Central
or service not kno European Summer Time)

Retry 2 Error Count 2 e Ju +0200 (Centra

[Retry 2] Cobrainer_Integration_Create_ Competency_in_SuccessFactors: ed3cee36-88a-568-9377-e063072bd71e Flow processing i Jesdemozaa.successfactors.eu: Name  gapoq Jue Jul 16 2024 12:47:32 GNIT+0200 (Central
orsenvice notknoy L L N European Summer Time)

irst Run Efror Coun 0200 (Centra

[Retry 1] obrainer._tegration_Create_Competency_in_ SuccessFactors: 43cee36-83a6-5166.9377-c06a0720d71e  "\oM PIOCESSINE f Jlesdemozaa.successfactors.eu: Name  ggqop e 16 2024 124538 GMT+0200 (Centat
or service not know_ European Summer Time)

[Retry 1] Cobrainer_Integration_Detete_ , Mapping.in_ iFlow processing failed: HTTP Req error iName  cocon Tue Jul 16 2024 12:45:38 GNT40200 (Central
or service not known Eropean Summer Time)

Cobranet I raon_Creat_Competany Jn_SuccessFactos: 430436 8228 60 0377406307200 iFlow processing failed: HTTP Request failed with error : apisalesdemo2aa.successfactors.eu: Name oo Tue Jul 16 2024 12:45:03 GMT+0200 (Central
or service not known European Summer Time)

[ —— Mepping In_ iFlow processing failed: HTTP Request failed with error : apisalesdemo2bsuccessfactors.eu: Name ocop Tue Jul 16 2024 12:45:03 GMT+0200 (Central

or service not known European Summer Time)
oo pocess  eplae_Caraner_Jb Sl Succsacirs o P ldr Reptcation proces st L e T G0 Conet
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