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For successful integration for all scenarios, the following prerequisites should be met. 
 
2.1! Has the latest version of BTP’s Integration Suite 
2.2! Job Profile Builder is enabled and configured in your SuccessFactors tenant 
2.3! SAP SuccessFactors Integration with Cobrainer Integration Suite Package has been 

downloaded into Customer’s Integration Suite’s instance 
2.4! Has received the following Cobrainer’s API Credentials: 
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3.1.1! Create Cobrainer’s Service Key in SAP BTP’s %'+".#*+%&'123&4(Service Instance  

 
This will be used to authenticate Cobrainer using OAuth 2.0 allowing it to trigger the 
Integration Suite iFlows via HTTP. 
 
Follow the steps in this SAP documentation to create the Service Key in the SAP BTP: 
!""#$%&&!'(#)$*#)+,-&.,+$&+(,/. 012"'34*"1,2&$*#0+(,/. 012"'34*"1,2&+4'*"1230$'451+'012$"*2+'0*2. 0
$'451+'06'7 08,40129,/2. 0*/"!'2"1+*"1,2  
 

 
 

    
 
 
 
 
 



 
 
 
 

      

3.1.2! Create the following Security Materials in the Integration Suite 
 

These are used to authenticate the Integration Suite when calling Cobrainer’s APIs 
during iFlow executions. These are configured in the Credential External Parameter 
of the Cobrainer API iFlow. 
 

 
 

3.1.2.1!User Credential ‘3"#$%&'($*+,-.($ ’ 
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3.1.2.2!Secure Parameter ‘3"#$%&'($*+,!1&('2,/’ 
 

Client Id is provided by Cobrainer during the onboarding 
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Follow the steps in SAP Note https://me.sap.com/notes/0003043427 to create the 
SuccessFactors Key Pair and the Security Material in the Integration Suite. 
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3.2.2! [SAP SuccessFactors] Create OAuth2 Client application in >%'%8()?*729<)!1&('2)
*441&3%2&"'. 

 
 

 
 

3.2.3! [SAP BTP-IS] Create 89:-;($<9=>$?1.717$92217-,@+$A<:BB122C.B-@72D$
E!"##$!!%&#'()!12"'* F in >%'%8()@(37$&26)>%2($&%1 

 

 



 
 
 
 

      

3.2.4! [SAP SuccessFactors] Create SAP BTP-IS Technical User  
 

3.2.4.1!Create Service User in Import Employee Data Tool 
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3.2.4.2!Add the following Permissions to the Technical User’s Permission Role/Group  
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Configure all the mandatory external parameters of the iFlows below before deploying all 
artefacts. 
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4.2.1.1!Configure Object Definitions: Competency  
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Integration errors occurring within the Main integration flows are returned to the calling 
application as HTTP error code and error details are provided in the HTTP Response Body. 
 
Errors are reflected in the Background Job log in Cobrainer for further investigation and error 
handling. 
 
Each integration flow can be triggered on demand from Cobrainer to follow-up on failed 
scheduled background jobs. This allows immediate synchronization of data between the two 
systems without having to wait for the next background job schedule. 
 
The JMS messages resulting in error are automatically retried based on the External 
Parameter configured for the specific queue. Retries ('"2) (H3((/&'8) 29() >%H) M>@) C(2$6)
4%$%F(2($).(2) can also be manually pushed in the Integration Suite’s Monitor tile. Message 
Status of those with already maxed Retries will be set as ‘Completed’ and Custom Status 
‘CBR_Failed’. These errors are also sent and logged in SuccessFactors’ Execution Manager.  
 
Failed integration runs are as well reflected in Integration Suite’s Monitor Message 
Processing tile which is accessible to SAP BTP-IS support engineers in the client side.  
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All errors caught within the secondary/parallel iFlows are logged in SuccessFactors 
Execution Manager. 
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5.1.1! Sample Execution Manager Process Instance without Errors: 

 

 
 

 
 

 
 
 

5.1.2! Sample Execution Manager Process Instance WITH Errors: 
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