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1.Introduction

This configuration guide outlines the steps required to set up the integration between SAP
SuccessFactors and Cobrainer’s Job Architecture using SAP BTP Integration Suite. For detailed

information on the solution implementation, please refer to the Technical Design (see
Reference Documents section).

57 SuccessFactors Integration with Cobrainer Job Architecture: CONFIGURATION STEPS
|SAR4: 11 7 SuccessFactors .
@A cobrainer
Subaccount SAP Cloud Integration ‘Admin Center Talent Intelligence Hub Job Profile Builder SFTP Integration Center
:
v
—
]
Keystc
(optional
ok
ey
1
v
had
oo s oy
s
.
et socmry | | (N
ok cobsammer a1
R o
=
Assign
o
T
Create I —
Key Pair for the ¢
.
T
. crese
it i OAuth2
or e pae
s
Pty ol
T
~ )
uth2 SAML ¥~ = = — —
er Par
B | _{ —
ko e
__
Yy
Verify
protieney Leve
assigned to Skills -0
Attribute *
— —
sy
3
e
Lo P vt
T
i ¥
Contigure G
s e e ol
Definitions - Template |
P
=
=
=)
o
,,,,,,,,,,,,,,,,, o
TIH Sacoris
T
N
g Schedule
e
Biarien
—
e
s
o
(ot
schacute
=,
Legend
,,,,, > Conbgrsion i ooporaancy () conquranon s .

@A cobrainer &.Y.Y SuccessFactors



2. Prerequisites

For a successful integration across all scenarios, the following prerequisites must be met:

e The latest version of BTP’s Integration Suite is installed. The minimum required license is
Standard Edition, as it’s the lowest tier that includes support for JMS queues (see
https://me.sap.com/notes/2903776).

e The SAP Cloud Integration has at least one JMS Queues available.

e Talent Intelligence Hub and Job Profile Builder are enabled and configured in SAP
SuccessFactors.

e SAP SuccessFactors SFTP is provisioned and available for use.

e The SAP SuccessFactors Integration with Cobrainer Integration Packages have been
imported into the SAP Cloud Integration tenant.

e Cobrainer’s APl Endpoints and API Credentials have been received.

3. Intended Audience

e SAP Integration Developer (SAP Cloud Integration/CPI) - Designs and deploys iFlows and
manages connectivity with external systems.

e SAP BTP Security Administrator - Configures trust settings, manages service
authorizations, and handles secure access within SAP BTP.

e SAP SuccessFactors Administrator - Manages system permissions, data models, and
SuccessFactors configurations relevant to the integration.

These stakeholders collaborate to ensure a secure and functional deployment of the
integration solution.

@A cobrainer &.Y.Y SuccessFactors



4. Connectivity Setup

4.1 Connectivity between SAP Cloud Integration and Cobrainer

4.1.1 Create a Custom Role for Cobrainer in SAP Cloud Integration

A dedicated custom user role for the Cobrainer integration flows must be created in production
environments and is strongly recommended in non-production environments. This role restricts

access and ensures that only authorized users or systems can invoke the relevant integration
flows.

https://help.sap.com/docs/integration-suite/isuite-integrations-and-apis/managing-user-
roles?locale=en-US

E w Integration Suite

@ Home Overview / Manage User Roles

©
o
[=2]
€]
®

Manage User Roles

@ Discover ‘ > 8
& Design | v User Roles (2) Filter by Name or Description Q| Add DownloadssoN @ C %

Integrations and APIs O Name Description Owner Actions
&3 Modemize | > O APLinvoke DES:r“ role for calling APl and MCP 8 sap
= . Default role for sending messages to
75 Test >
i= \ (] ESBMessaging.send it 8 sap
3% Configure | > p

Add User Role
a0l Monitor ‘ M
I Integrations and APIs Role Name:*  Cobrainer.IntegrationFlow.Invoke

Event Mesh Role Description: ~Allows Cobrainer to invoke authorized SAP Integration Suite i...

[
% Settings >

* Role Name: Follow your organization's naming conventions. If custom objects are
prefixed with Z, apply the same convention-for example,
ZCobrainer.IntegrationFlow.Invoke.

* Role Description: Allows Cobrainer to invoke authorized SAP Integration Suite
integration flows.

4.1.2 Create Cobrainer’s Service Key in SAP BTP’s integration-flow Service
Instance

This is used to authenticate Cobrainer using OAuth 2.0 allowing it to trigger the SAP Cloud
Integration iFlows via HTTP. Follow the steps in this SAP documentation to create the Service Key
in the SAP BTP:

https://help.sap.com/docs/cloud-integration/sap-cloud-integration/creating-service-instance-
and-service-key-for-inbound-authentication
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When creating the service instance, replace the default standard roles—
ESBMessaging.send and APl.invoke with the custom role created for Cobrainer in SAP
Cloud Integration:

New Instance or Subscription

\ N
(3)

\_/ "/
Basic Info Parameters Review

Configure instance parameters. ®

( Form J JSON
Roles:  ©
Cobrainer.IntegrationFlow.Invoke X |
1
Grant-types: ® 'f
Client Credentials x v

Redirect-uris: @

Access Token Validity (in seconds): ® |

— 3600 +

< Back Next > (EEEY cancet |

For an existing service instance, update the service instance
replace the default standard roles with the custom role.

configuration and

v
Subscriptions (1) Instances (4) Environments (1)
Instances (4)
Instance = Service Plan Runtime... Scope (i Crede.. Instance Status Last Operation Status
w Creation Succeeded oo >
m Creation Succeeded ooe >
@ Update Succeeded
it-rt_integration-flow SAP Process Integration Runtime integration-flow Cloud F... dev 1 key m Creation Succeeded
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View Parameters

| Update ]
Frasta Rindineg

Update Instance

™ TN
\ (3)
/ N
Review

\

Basic Info Parameters

Configure instance parameters. ® View current configuration ~Restore Defaults

\/ Form \\ JSON

Roles: ©

Cobrainer.IntegrationFlow.Invoke % I

Grant-types: ©

Client Credentials x v

Redirect-uris:  ®

Access Token Validity (in seconds): @

— 3600 +

< Back  Next

Update Instance

Cancel
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New Service Key
Generates credentials and binding options that a user can manually supply to a Cloud
Foundry-native application.

Service Key Name: »
| cobrainer_key |

Configure Binding Parameters: ©

( Form

KeyType: ©

(. |

External Certificate (onty applicable for Key Type External Certificate): @

Pin Certificate (onty applicable for Key Type External Certificate):

Validity in days (only applicable for Key Type ‘Certificate’): @®
- 85 +

Key Size (only r ©
2048

Credentials
cobrainer_key v
( Form ( JSON )
1- g
2~ "oauth": {
3 "clientid": "sb-9i
~fmSsxiyc!b410603",
4 "clientsecret™: "Ch6a72b¢ T EKee
==4u0ZvdblATh20Mc=",
s "url™: "https://nC L adenand. con”,
6 "createdate": "2024-04-19T11:56:29.5962",
7 “"tokenurl": “https://nd  ia.ondemand.com/oauth
/token"
8 }
9
Copy JSON  Download Close
A
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4.1.3 Create the Security Materials in the SAP Cloud Integration

This is used to authenticate the SAP Cloud Integration when calling Cobrainer’s APIs during iFlow
executions and is configured in the Credential External Parameter of the Cobrainer API iFlows.

Choose one of the following authentication options:

4.1.3.1' Amazon Cognito User Pool Authentication

This is the more recommended and more secure form of authentication. The Client Id and
API User Credentials are provided by Cobrainer during onboarding.

Overview / Manage Security Material

Security Material (13)

Filter by Name or Deployed By Q Create v Upload v C %
Name Type Status Deployed By Deployed On Actions
| cobrainerAPIClientld_sap-integration Secure Parameter Deployed Jun 16, 2025, 21:29:03 V4 ]ﬁl
| cobrainerAPIUser_sap-integration User Credentials Deployed Jun 16, 2025, 21:28:40 V4 ]ﬁ[l

4.1.3.2!' API Key Authentication

The API Key is provided by Cobrainer during onboarding.

Overview / Manage Security Material

Security Material (10)

Filter by Name or Deployed By Q Createv Uploadv C %
Name Type Status Deployed By Deployed On
cobrainerAPIKey_sap-integration Secure Parameter Deployed Oct 15, 2024, 15:31:29 / @
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4.2 Connectivity between SAP Cloud Integration and SFTP Server

The default authentication method provided by SAP SuccessFactors is username/password. For
a more secured connectivity, SSH communication is recommended.

4.2.1! [SAP Cloud Integration] Generate the successfactorsSFTP SSH Key in Manage Keystore
NOTE: Applicable if the Preferred SFTP Authentication Mode is ‘Public Key’ or ‘Dual’.

Follow the steps in SAP Note https://me.sap.com/notes/2653173 to create the SuccessFactors
SSH Key in the SAP Cloud Integration and request the import of the Public Key to SAP.

General Fingerprints Administration
Alias: Keystore:
successfactorssftp_sandcat system
Type: Owner:
Key Pair Tenant Administrator
Version: Serial Number:
1 0x
Subject DN:
CN=SF( ,C=DE
Issuer DN:
CN=SF ,C=DE
Key Type: Key Size: Signature Algorithm:

RSA 2048 SHA512withRSA

4.2.2! [SAP Cloud Integration] Manage Security Material
4.2.2.1 Create User Credential ‘successfactorsSFTP’
NOTE: Applicable if the preferred SFTP Authentication Mode is User/Password or Dual.
The SFTP credentials are provided by SAP as part of the SuccessFactors Tenant onboarding (if

not please request by raising a ticket to SAP, see SAP Note
https://me.sap.com/notes/2278826):

Edit User Credentials

Name:*
Description
Type:* | User Credentials v

User:* | SF

Deploy Cancel

4.2.2.2 Add the SuccessFactors SFTP host key to known.hosts
Follow the steps in SAP Note https://me.sap.com/notes/2700759
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4.3 Connectivity between SAP Cloud Integration and SAP
SuccessFactors

4.3.1! [SAP SuccessFactors] Create SAP Cloud Integration Technical User
4.3.1.1'Create Service User in Import Employee Data Tool
The Username/UserlD must match the Common Name specified in the Key Pair in SAP Cloud

Integration. Replace the placeholder email address in the CSV import file with an actual email
address, then save the updated data to a CSV/file.

STATUS;USERID;USERNAME;FIRSTNAME;NICKNAME;MI;LASTNAME;SUFFIX;TITLE;GENDER;EMAIL;MAI
CATION;TIMEZONE;HIREDATE;EMPID;BIZ_PHONE;FAX;ADDR1;ADDR2;CITY;STATE;ZIP;COUNTRY;REVI
GER;DEFAULALERROXY;seatingChart; CUSTOMO01;CUSTOMO02;CUSTOMO03;CUSTOMO04;CUSTOMO5;CUS’|
09;CUSTOM10;CUSTOM11;CUSTOM12;CUSTOM13;CUSTOM14;CUSTOM15;ASSIGNMENTUUID;DISPLAY
ID_EXTERNAL

STATUS;USERID;UserndéanecEi&tkname;Middle Name;Last Name;Suffix; Title;Gender;Email;Manager;Human R
Code;Division;Location;Time Zone;Hire Date;Employee Id;Business Phone;Business Fax;Address Line 1;Addre
2;City;State;ZIP;Country;Review FidReeiegy Date;Matrix Manager;Default Locale;Proxy frieldClStostaratdable Fie
2;Customizable Field 3;Customizable Field 4;Customizable Field 5;Customizable Field 6;Custon8zabkdriaichible
Field 9;Customizable Field 10;Customizable Field 11;Customizable Fetl 112 CusttomizzibeField 14;Customizabl
15;Assignment UUID;Display Name;PERSON_ID_EXTERNAL;Assignment ID

Import the CSVfile in the Import Employee Data Tool:

impoet Employee Data Customer Communin

a5 User IDs, Employee 105 and 50 on, that begin with °0", ar
truncated to 123, by default when the CSV file is opened using

use the process as defined in KBA-2087490

wen imported using
Excel. To avoid this truncatios

el For example, the User 1D 00123
and to preserve the 1D values as

*  Basic import

Backto Admin  Scheduled Job Manager  Validate Import File Data m
"G OH& " ()*+( - -/012(3+450660-16()-()*+(7+8*1089. (:6+4:6(3+450660-1(<-.+£>4-2@(
Admin Center v

Admin Center / Manage Permission Roles / View Role for SFAPI_Cobrainer

View SFAPI_Cobrainer

User Type: Status: RBP-Only: Last Modified: Last Modified By:
Employee Active No Apr 11, 2025 Aanya Singh
Permissions Assignments

%=Access period can be defined at the granting rule level. t=Target needs to be defined. #=Target criteria need to be defined.
User Permissions
Miscellaneous Permissions

* Talent Pool #
« Object-Level Permissions View Current
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Administrator Permissions
Admin Center Permissions

« Read Execution Manager Events
« Read Execution Manager Event Payload or Event Report

Manage Integration Tools

« Access to OData APl Metadata Refresh and Export
« Access to OData API Data Dictionary

Manage Job & Skill Profile Visibility

« Job Profile #
« Object-Level Permissions View | Edit | Import | Export

Metadata Framework

* Admin access to MDF OData API

4.3.2! [SAP Cloud Integration] Create ‘successfactorsoauth’ Key Pair in Manage Keystore

Follow the steps in SAP Note https://me.sap.com/notes/0003043427 to create the
SuccessFactors Key Pair and the Security Material in the SAP Cloud Integration.

Create Key Pair

Alas. * successfactorsoauth

Key Type:*  RSA v
Key Slze: * 2048
Signature Algorithe:* | SHAS12/RSA v
S N T el |1$%0$"&'()%*+%,"+%
I+-".#-/(%0$+1%

v -

2/3+456%-1+/,+)%#.%
Organization (0) 789%7'--+$%:/-,&1% %

Vald From:. » Apr 3, 2024 --
Vaid Until.»  Apr 3, 2026 —_
Create Cancel
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Integration Suite

@3 Home Overview | Manage Keystore /
2) Discover >
@ successfactorsoauth
& Design > Keystore: system
B Tes > Certification Path General Fingerprints
§  Configure >
sve_sapecpl Alas
o ek ? | successtactorsoauth |
@, Engage Type
™ Inspect Key Palr
@) Monetize Version.
1
o settings >
Subject DN

CN=sve_sapcpi,C=DE

Issuer DN

CN=sve_sapcpi,C=DE

Key Type:
RSA

Valid From:

Jan 29, 2024, 00:00:00

Rename | | Update

Administration

Keystore:
system

Owner:
Tenant Administrator

Serial Number:

Key Size Signature Algorithm
2048 SHAS12withRSA
Valid Unol

Jan 29, 2026, 23:59:59

Fingerprints
SHA1
66: 38C:3E
SHA-256
09:7F:61
SHA-512
OE-89ED
AS:54:54.
Overview / Manage Keystore
Current Backup New SAP Keys SAP Key History rRename
Update
Entries (8) Filter by Alias or DN Q | Create v | Update Signing Response |
Update SSH Key
Alias Type Valid Until
Update RSA Key
successfactorsoauth Key Pair Apr 03, 2026, 23:59:59 | | Download Certificate
Subject DN: CN=svc_sapcpi,C=DE Download Certificate Chain
Issuer DN: Ch=svc_sapcpl.C=DE Download Public OpenSSH Key
[ Sap-baltimore cybertrust root Certificate May 13, 2025, 01:59:00 | powntoad Root Certificate

Subject DN: CN=Baltimore CyberTrust Root,OU=CyberTrust,0=Baltimore C=IE
Issuer DN: CN=Baltimore CyberTrust Root,0U=CyberTrust,0=Baltimore,C=IE

~ sap digicert global ca g2

4.3.3!
Applications

Admin Center ~

Back to Admin Tools

Manage OAuth2 Client Applications

Application Name
sap-btp-is

@A cobrainer

Application URL
https://

e

Acm A4 AAAn 4 sanAn

Download Signing Request

Delete

E T AR RAR T A A TRATAR

Search for actions or people

Date Added

2024-04-19 14:06:42.644

Downtoad

Delete
AA
FA7:DE:
C %
Action
H

[SAP SuccessFactors] Create OAuth2 Client application in Manage OAuth2 Client

« &

) Register Client Application

Items per page |10 v

Actions
View Edit

&.Y.Y SuccessFactors

Page| 1 |of 1

Disable Delete

©



3 ‘ y j 34 J
. H S, "

N Admin Center ~ Search for actions or people Q @ < O fa)

[Sg

Back to Admin Tools

Manage OAuth2 Client Applications

View an existing OAuth Chent Application
Company sf

Application Name  sap.bep-is

Description
AP .
e = "4$9%895%: +<V6#S%/
Application URL  mitps-ir apy >++1/,+)%'7&%7/@]fﬁ
Bind to Users
User 1Ds

X.509 Cenificate

MIN NVBAYTARRFMRMw
EQ TI2MDCxOTINTK 1
ow kwpOEIMALGCSaG
Six IMR2EWHIS2WV
opt DSYXAZP

EZ] NovBwsa

Ure IPKmaN22INN

wd! 'pyopuyt

San WEWOQYJ

Kal D007 4k X mS
gt OrbBC2y

wY! OvgmD4egy

Xnd CaLYz

*6x MOXECZVImD

4.3.4! [SAP Cloud Integration] Manage Security Materials

4.3.4.1!Create OAuth2 SAML Bearer Assertion (SuccessFactors) ‘successfactorsOAuth'in Manage
Security Material

Create OAuth2 SAML Bearer Assertion

Name:* successfactorsOAuth_TIH I"#$%H$%0/~&
>+.+1/,+)%895%;+<%;
789%7'--+$%$:/-,&1$ %

Description:

Audience:* = wwawv.successfactors.com

| Client Key: * ' : ' ' |
| Token Service URL:* | https://api iccessfactors.eu/oauth/token |
Target System Type:* = SuccessFactors \ v
Company ID:* | S 895%*/$+%+.)?&#.,%

0AB%GY6*/-*+0%# &
User ID Key Pair Common Name (CN) =

Key Pair Alias: * | successfactorsoauth [

B —— /
1"#$%-<%69/#1%8(#/$% Cancel

21+@#&'B(<%-1+/,+)%;

OB H"$%8 Y0 ()*+,% T
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5. SuccessFactors Configurations

5.1 Manage Talent Intelligence Hub
5.1.11 OPTIONAL Tags

5.1.1.1 Skill Type Tags: cbr_hard and cbr_soft

When configured, the Skills Attributes are automatically tagged with either Hard or Soft during
the integration run based on the Skill Type assignments in Cobrainer.

Tags / Create Tag

Create Tag
Details
Hard Skills cbr_hard
Status: *
Inactve
Tags / Create Tag
Create Tag
Details
Code: *
Soft Skills cbr_soft

Jescription Status: *

®) Active Inactive
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SADS

Admin Center v

Attributes | Attribute Types Behaviors
.
Attribute Types
skill X Q
Status:
All v
Created Date:
Select B8
Modified Date:
Select B8
@ Adapt Filters (2)
Attribute Types (1) Create | see
() Name

Status: Active
Attributes: 1373

SAPd

Attribute Types / Edit Attribute Type Details

Admin Center v

Edit Attribute Type Details

Details

Name (Singular):*

Skill

Tags

Search for actions or people

5.1.2 Verify that the Proficiency Level assigned to the Attribute Type “Skill” consists of five

Q(?@?fooe

Proficiency Settings v

skill

General Information

Singular:
Skill

Plural:
Skill

Description:
Skill

Status:
Active

Attributes:
1373

Created Date:
Aug 16, 2022

Modified Date:
Aug 16, 2023

Name (Plural): *

Skill

Description:

Skill

@A cobrainer

Portfolio Settings

Proficiency Levels

Status:*

(® Active () Inactive

Change Status

External Code:
SKILL

ID:
2

Search for action:
N—

Proficiency Level Scale:

[ Proficiency Level Scale

&.Y.Y SuccessFactors



w Admin Center v \ Search for actions or people ] Q & 0 2 Qo @

Attributes Attribute Types Behaviors Tags Proficiency Settings v Portfolio Settings
. Rating Scale
Rating Scale " |
‘ Rating History ‘
Status: Attribute Types: Number of Levels:
Search Q All v Select 9 Select v
a Adapt Filters (1)
~
Rating Scale (2) Create N ™
() Name Status Associated Attribute Types Number of Levels
() Languague Active 1 6

Cl Proficiency Level Sc... | Active 2 E

5.2 Job Profile Template

5.2.1 Create a Temporary Job Family

Go to Manage Job Profile Contents and create a new Family ‘TEMP_COBRAINER’. This will be
temporary as it is required when creating a new Job Profile Template. This can be deleted after
the FIRST Integration Run.

Back to: Admin Center

Manage Job Profile Content

From here you can view your job profile content and then manage it. Add, delete, inactivate or modify from here. Choose your Content Type first and then
filter or search.

Set Up Families and Roles v ‘ |

Families Roles

(]

22 Eamilies © Add Families from Successstor

Delete | Us English v |
Family Name Roles Status GUID Actions

....... -

Back to: Admin Center
Create New Content (Family)

Create new content (Family) that can be used for job profiles.

*Family Name| TEMP_COBRAINER (%)

0 Family Skills 0 Family Competencies

Skills mapped here are automatically applied to all Roles assigned to this Family.

Map Skills
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5.2.2 Create a new Job Profile Template

Go to Manage Job Profile Template and create a new custom template named Cobrainer.
Since Job Families is a required field, select the new temporary familiy ‘TEMP_COBRAINER'’
created in the previous step to enable saving the template. This assignment can be removed after
the first replication run, as the newly created Job Families will be automatically assigned to this
template.

Back to: Admin Center
Edit Job Description Template
Step 1: Set up your template
Name your template and attach it to Job Families that should be associated with this template.

* Template Name Cobrainer 9]

Engineering 2; Engineering

* Job Families

Cancel m

-— | Ca

Edit Job Families

13 selected

23 job families

Sustainable Manufacturing and (1) Healthcare IT Support and

Packaging Operations

¥ TEMP_COBRAINER Executive Management and

() Test Length/1Data Science Al, Leadership

Controlling, Human Resources, Sustainable Manufacturing and

Information technology, Packaging

Regulatory Affairs and Regulatory Affairs and

Compliance, Executive Compliance

Cancel

Remove any default sections from the template that are not required. Then, add the sections
listed below. Be sure to note the section IDs, as they must be specified in the Cobrainer Control
Room configuration (see Unit 7 of this guide).

Ensure that the Section Headers are translated to ALL languages applicable. Since language
fallback is not currently supported in JPB, it is recommended to use English text for all other
languages where the translation is not provided.

Section Section DE Section Type Display Options
Description Beschreibung LONGDESCRIPTION | Required Section

Show in Job Requisition
Tasks Arbeitsweise LONGDESCRIPTION | Show in Job Requisition
Work Mode Wichtige Interaktionen LONGDESCRIPTION | Show in Job Requisition
Interactions Aufgaben LONGDESCRIPTION | Show in Job Requisition
Qualifications Qualifikationen LONGDESCRIPTION | Show in Job Requisition
Competencies Kompetenzen COMPETENCY Show in Job Requisition
Skills Skills SKILL Show in Job Requisition

@A cobrainer
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Back to: Admin Center
Edit Job Description Template
Step 2: Design your template
Define which content should be used when writing job description.

Template: Cobrainer

Job Familles: Engineering 2; Engineering Long Description

- DISPLAY OPTIONS
Job Title Make this a required section
Section visible to Admins onty
Show in Job Requisition

© Add Section| ~ - -
Show in external posting

Description @
This is what your content will look like

Tasks
This is what your content will look like

Show in internal posting
TITLE STYLE
This modifies the section title appearance.

FontSize 16 ~ [B 7 U

Heading Level H2 ~
Work Mode

This is what your content will look like

Section ID: 1446887452525
Section Type: LONGDESCRIPTION

Interactions

This is what your content will look like

Delete Section

Qualifications
This is what your content will Lok like

Competencies

This is what your content will look like

Skills

This is what your content will look like

Cancel

To retrieve the Job Profile Template ID, go to Manage Data, search for “Job Template” and
“Cobrainer”. Note the GUID value, as it must be specified in the Cobrainer Control Room’s
Integration Configuration.

Back to: Admin Center
Manage Data

Search Include Inactive Records

Job Template v Cobrainer (1038546) v No v

Job Template: Cobrainer (1038546)

Template Name * Cobrainer &
header
footer

Status * Active

GUID * 1038546

subModule
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5.3 Configure Object Definitions
|

Go to Configure Object Definitions, add custom Cobrainer fields in the following entities:

A. Role and Job Profile: cust_cbrJobProfileld

Object Definition: Role (RoleEntity)

Code * RoleEntity (3

Effective Dating * None (®

AP Visibility Editable ®

Status * Active @

MDF Version History No ®

Default Screen ®

Label ®

Description ®

API Sub Version vio @

Subject User Field ®

Workflow Routing @

Pending Data No ®

Todo Category Generic Object Change Requests ()

Object Category Uncategorized
Fields

Name Database Field Name Maximum Length Data Type (21) More
mdfSystemVersionld versionld 255 Number Details
mdfSystemOptimisticLockld optimisticLockld 255 Number Details
mdfSystemOptimisticLockUUID  optimisticLockUUID 255 String Details
cust_cbrJobProfileld customFields.customField1l 128 String Details
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Object Definition: Job Profile (JobProfile) Take Action

Code * JobProfile ®

Effective Dating * None ®

AP Visibility Editable (®

Status * Active @

MDF Version History No ®

Default Screen ®

Label ®

Description @

API Sub Version vio @

Subject User Field ®

Workflow Routing @

Pending Data No ®

Todo Category Generic Object Change Requests (3

Object Category Uncategorized

Fields

Name Database Field Name Maximum Length Data Type (21) More

mdfSystemRecordStatus recordStatusStr 255 Enum Details

mdfSystemVersionld versionid 255 Number Details

mdfSystemOptimisticLockid optimisticLockid 255 Number Details

mdfSystemOptimisticLockUUID optimisticLockUUID 255 String Details
| cust_coriobProfiteid customFields.customField1 128 String Details |

A.! Family: cust_cbrJobFamilyld

Object Definition: Family (FamilyEntity)

Code * FamilyEntity (®

Effective Dating * None (@

API Visibility Editable ®

Status * Active ®

MDF Version History No ®

Default Screen ®

Label ®

Description ®

API Sub Version vio ®

Subject User Field ®

Workflow Routing ®

Pending Data No (®

Todo Category Generic Object Change Requests ()
Object Category Uncategorized

Fields

Name Database Field Name Maximum Length Data Type (21) More
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mdfSystemObjectType objectType 255 String Details

mdfSystemProxyUser proxyUser 255 String Details
mdfSystemRecordStatus recordStatusStr 255 Enum Details
mdfSystemVersionld versionld 255 Number Details
mdfSystemOptimisticLockld optimisticLockld 255 Number Details
mdfSystemOptimisticLockUUID optimisticLockUUID 255 String Details
cust_cbrJobFamilyld customFields.customField1l 128 String Details

5.3.1 Refresh Metadata

Go to OData APl Metadata Refresh and Export, and refresh the cache:

!
w Admin Center v

Back to Admin Tools

Admin Center

OData API Metadata Refresh And Export

Refresh Metadata

Cache: Refresh

Export Metadata to File: Export

5.4 SubFamilyDefinitionEntity A1+/(01(B+466¢1(

SubFamily configuration is required to replicate Cobrainer Job Clusters as SubFamilies in SAP
SuccessFactors.

1.! Go to Manage Data and create a new SubFamilyDefinitionEntity

2.! Ensure that the name and pluralName are translated to ALL languages applicable.

3. Note the externalCode value, as it must be specified in the Cobrainer Control Room’s
Integration Configuration.

o
= w SuccessFactors ~ Admin Center Search for actions or people Q Q e o 63 @

Back to: Admin Center

Manage Data

Search Include Inactive Records Create New
No Selection v | No Selectio v No v subFamil v

SubFamilyDefinitionEntity /4 |]

@A cobrainer &.Y.Y SuccessFactors



Back to: Admin Center

Search Include Inactive Records Create New
SubFamilyDefinitionE... v No Selection v No v No Selection v
SubFamilyDefinitionEntity:
name* Job Cluster ®
pluralName * ' Job Clusters ®

subFamilyLevel * 0
status *  Active v

externalCode *

subModule  Click or focus to edit

m Cancel

Back to: Admin Center

Manage Data
; Successfully Saved )
Search Include Inactive Records Create New

SubFamilyDefinitionE... v Cluster (1324417) v No v No Selection v

SubFamilyDefinitionEntity: Job Cluster (1324417) Take Action v

name * Job Cluster ®
pluralName * Job Clusters &

subFamilyLevel * 1

status * Active

externalCode * 1324417

subModule
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5.5 Manage Languages A1+/(01(B+460-1(%C

!
" SHI I SY8 HS("%) Y& &HSB(1B) (14 B #-1 *06&. /%! QLH2%* (R Y64* (1 +&1 $) (1567
5/22(,,8%2$#9,! $(8&%&$:! ;)(,(! *%&.1%.(,! </,$! 4(1 <%==(>1?)( & %==*+2%4*(>! +&! $)(!
@#A49%+& (9! @HESIHHAHH<I 2H#&+.19%$+#&10,((15(29+#&!B:C3:
!
= WSuccessFactors Admin Center Search for actions or people Q De e e o e
Manage Languages

language pack for use after review and approval.

Built-In Locales Settings
Locale List
Manage List

Locale Locale Code Custom Translation Actions
Dansk (Danish) da_DK Actions v
Deutsch (German) de_DE Actions v
English UK (English UK) en_GB Actions v
English US (English US) en_US Actions v
Espafiol (Spanish) es_ES Actions v
Frangais (French) fr_FR Actions v
Frangais canadien (Canadian French) fr_CA Actions v
Italiano (ltalian) itIT Actions v
Nederlands (Dutch) nLNL Actions v
Norsk bokmal (Norwegian Bokmal) nb_NO Actions v
Portugués (Portuguese) pt_PT Actions v
Portugués do Brasil (Brazilian Portuguese) pt_BR Actions v
Suomi (Finnish) fi_FI Actions v
Svenska (Swedish) Sv_SE Actions v
Pycckuii (Russian) ru_RU Actions v
Z a1 (Arabic) ar_SA Actions v
&=0{ (Korean) ko_KR Actions v
H#s3E (Japanese) ja_JP Actions v
TR (Simplified Chinese) zh_CN Actions v
37 (Traditional Chinese) zh_TW Actions v |

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|
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5.6 SFTP Directory Setup

Ensure the following SFTP directories are created if they do not already exist.

Note: You may choose different directory names or structures based on your organization’s
preferences or requirements. Just ensure the correct paths are reflected in SAP SuccessFactors
Integration Center Setup and in Cobrainer Control Room Configuration.

For SAP SuccessFactors—delivered SFTP, where the main folder structure is recommended to
remain unchanged, create the required directories within the main folder /incoming/. Ensure
that all directory references in this guide are updated accordingly.

SFTP Directory Description

/IntegrationCenter/TIH/CPI/Inbou| Directory where SAP SuccessFactors Talent Intell
exportiles are dropped for consumption by the Inte
Flows.

/IntegrationCenter/TIH/Inbound | Directory where Talent Intelligemperilels are

generated by the Integration Scenarios. These file
picked up by SAP SuccessFactors IntegraiimpdZen
files for Talent Intelligence Hub Attributes.

/IntegrationCentetfiliélinBfocesse Directory wherpraibessdites are moved by SAP
SuccessFactors Integration Center after successfy

5.7 Integration Center Setup

Download the pre-delivered integration definitions provided by Cobrainer (see Reference
Documents section). These can be directly imported into the Integration Center and configured
as needed.

IMPORTANT:

e SAP recommends performing scheduling using an SAP SuccessFactors Admin User
not tied to an employee, see SAP Note
https://userapps.support.sap.com/sap/support/knowledge/en/2592707.

e Asof 1H 2026 Release, make sure that the admin user executing the Integration
Center jobs has the two permissions below assigned. Both are located under Manage
Talent Intelligence Hub Settings category in Role-Based Permissions:

0 View Manage Talent Intelligence Hub Settings
0 Import/Export Talent Intelligence Hub and Growth Portfolio Data
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2. Add Permissions
m—— Y a
o oo Toen lence b S st s e

Sequena Integration Definition

1 [1 Cobrainer Integration] EXPIBIRAttributes

2 [1 Cobrainer Integration] EXPIBIRAttribute Tags

3 [1 Cobrainer Integration] EXPIBRAttribute Texts

4 [1 Cobrainer Integration] EXPIBIRTags

5 [1 Cobrainetegration] EXP®RMH_TagTexts

6 [3.1 Cobrainer Integration] HAPIBIRDmpeterscie

7 [3.1 Cobrainer Integration] HAPIBIR®mpeteags

8 [3.1 Cobrainer Integration] HAPIBIROmpetemexts

9 [3.1 Cobrainer Integration] HAPIBIRTags

10 [3.1 Cobrainer Integration] FAPIBIRTagTexts

11 [3.2 Cobrainer Integration] EXRBRImMpeterscie

12 [3.2 Cobrainer Integration] EXRBR@mpeteilags

13 [3.2 Cobrainer Integration] EBXRBRIMpetemexts

14 [3.2 Cobrainer Integration] EXRBRIags

15 [3.2 Cobrainer Integration] ESXABRIagTexts

16 [4.1 Cobrainer Integration] HAPIBISKid

17 [4.1 Cobrainer Integration] HAPIBIBKillags

18 [4.1 Cobrainer Integration] HAPIBISKillexts

19 [4.2 Cobrainer Integration] EIXRBOERY

20 [4.2 Cobrainer Integration] EXABEBHINags

21 [4.2 Cobrainer Integration] E3XRBE8Hillexts
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Specify the SFTP Destination details for all Export Files.

Back to Admin Center /

Integration Center - [Cobrainer Integration] 1-TIH_Attributes_Export - Version 3

'
@ Options Configure Fields @ Destination Settings Scheduling @ Review and Run

®) Single Destination File Name and Folder Settings
F Host A ess:* -
SFTP Server Host Addre [ J (] File Name Prefix:* TIH_Attributes_Export
Port 22 ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Date Suffix Format None v
Authentication Type Basic Authentication v -
File Extension csv v
SFTP User Name:* Sk (] File Folder:* /Ir ionCenter/TIH/CF [ ]
SFTP Password: # | essessessessessssssssrsosorscsssssss °

Specify the SFTP Source Details for all the Import Files generated by the SAP Cloud Integration.

Back to Admin Center /

Integration Center - [4.1 Cobrainer Integration] IMPORT-1-TIH_Skills - Version 2

@ Options Configure Fields Soum Settings Scheduling @ Review and Run

File Server Settings File Name and Folder Settings
SFTP Server Host Address:*  sftp8 . File Name Prefix:*  TIH_Attributes_Import*
Port: 22 Date Suffix Format: ~ None v
Authentication Type: Basic Authentication v File Extension:  csv v
SFTP User Name:*  sfcy . File Folder:*  /IntegrationCenter/TIH/Inbound .
SFTP Password:* = esessssesesseesssssssssssssssssssses . Processing Folder: /integrationCenter/TIH/Inbound/Processed .

Schedule the Exports to run nightly (use the Integration Center Scheduler document provided by
Cobrainer, see Reference Documents section). The Imports should be scheduled to run
immediately after the successful completion of the Competencies Replication and Skills
Replication scenarios. This should be followed immediately by the Exports to refresh the TIH
base data in the SFTP. Alternatively, Imports and Exports can also be run manually on-demand
if errors occur in the automated process.
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6. Integration Scenarios Configuration

6.1 SAP Cloud Integration iFlow Configuration

Before deploying the artefacts, configure the User Role external parameter for each of the
iFlows listed below.

IMPORTANT:

As a security best practice for Production tenants, it is recommended to create a custom
User Role specifically for the Cobrainer iFlows, see section 4.1.1. This helps restrict access
to the Cobrainer Integration and ensures that only authorized users can access or execute
the integration.

6.1.1 Package Cobrainer Reusable Artifacts for SAP SuccessFactors Integration

6.1.1.11Get Cobrainer Integration Message Logs

r—
Configure "Get Cobrainer Integration Message Logs"

Sender More
i
Sender: IS v
| Adapter Type: = HTTPS v
Connection
[ User Role: ESBMessaging.send (] Select ®

6.1.2 Package SAP SuccessFactors Talent Intelligence Hub Integration with Cobrainer Job
Architecture

6.1.2.11Cobrainer Integration - Check Existence of SAP SuccessFactors SFTP Import Files

14
Configure "Cobrainer Integration - Check Existence of SAP SuccessFactors SFTP Import Files"

Sender:  Cobrainer v
Adapter Type: HTTPS v
Connection
User Role: ~ ESBMessaging.send ) Select ®
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6.1.2.2! Replicate Cobrainer Job Families or Cluster into SAP SuccessFactors

Configure "Replicate Cobrainer Job Families or Clusters into SAP SuccessFactors"

¢ Sender:  Cobrainer v
Adapter Type:  HTTPS v
Connection
| User Role:  ESBMessaging.send ) Select ®

6.1.2.3! Replicate Cobrainer Job Profiles to SAP SuccessFactors

Configure "Replicate Cobrainer Job Profiles into SAP SuccessFactors"

Sender More
i
¢ Sender:  Cobrainer v
Adapter Type:  HTTPS v
Connection
| User Role: ESBMessaging.send [ ] Select ®

6.1.2.4'Replicate Cobrainer Skill Clusters into TIH

oo .
Configure "Replicate Cobrainer Competencies into SAP SuccessFactors Talent Intelligence Hub"

| —

Sender:  Cobrainer v
Adapter Type:  HTTPS v
Connection
; User Role: ESBMessaging.send [ ] Select ®

6.1.2.5!Replication Cobrainer Skills into SAP SuccessFactors

4
Configure "Replicate Cobrainer Skills into SAP SuccessFactors Talent Intelligence Hub"

Sender:  Cobrainer v
Adapter Type:  HTTPS v
Connection
User Role: ESBMessaging.send [ ] Select ®
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6.2 Deploy the Artifacts

Packages:
O SAP SuccessFactors Talent Intelligence Hub Integration with Cobrainer Job Architecture
O SAP SuccessFactors Reusable Artifacts for Cobrainer Integration
O Cobrainer Reusable Artifacts for SAP SuccessFactors Integration

Where Used
Scenario
, , 4
Scer;ar/o Scer;ar/o Scenario | FReplicate
Package Artifact 3 Job

FReplicate | Replicate
JobFamil | Competen
V% ales

FReplicate Profile
Skills and Attr
Mapping
s

Cobrainer Integration - Check Existence of SAP
SuccessFactors SFTP Import Files Checks if TIH Import Files ] ]
exists in SFTP Directory

Cobrainer Integration - Create SAP SuccessFactors New
Attributes ]
Generates New Attributes Import files in an SFTP directory!

Cobrainer Integration - Create SAP SuccessFactors New
Tags !
Generates New Tag Import files in an SFTP directory!

Cobrainer Integration - Generate SAP SuccessFactors
Attribute Files

Generates Attribute Import files in an SFTP directory for import
into SAP SuccessFactors TIH via the Integration Center

Cobrainer Integration - Generate SAP SuccessFactors Tag
Files
SAP Generates Tag Import files in an SFTP directory for import into

SuccessFactors SAP SuccessFactors TIH via the Integration Center

Cobrainer Integration - Get SAP SuccessFactors Attributes
Retrieves SAP SuccessFactors TIH Attribute files from an SFTP
directory and imports them into Global Variables, serving as
reference data for the replication process

Talent
Intelligence Hub

Integration with
Cobrainer Job

Ardtisdi Cobrainer Integration - Get SAP SuccessFactors Tags
(version 3.0.0) Retrieves SAP SuccessFactors Talent Intelligence Hub Tag files
from an SFTP directory and imports them into Global Variables ! !
in the SAP Cloud Integration, serving as reference data for the
replication process

Cobrainer Integration - Update SAP SuccessFactors
Attribute Texts I
Generates Attribute Texts Import files in an SFTP directory

Cobrainer Integration - Update SAP SuccessFactors Tag
Texts ]
Generates Tag Texts Import files in an SFTP directory

Get Cobrainer Attribute Texts
Retreives Cobrainer Attribute Texts

Get Cobrainer Curated Attributes
Calls Cobrainer curated Skills List endpoint

Get Cobrainer Job Profiles within a Job Architecture
Retrieves Cobrainer Job Roles or Levels within a Job ] ] ]
Architecture
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Where Used

Scenario | Scenario , Scenario 4
/ > Scenario Replicate Job
Package Artifact , . 3 Gpicate Jo
Replicate | Replicate ; Profile and
. Replicate
JobFamil | Compete . Attr
. Skills ,
J4 neies Mappings

Message Mapping - Cobrainer Job Family To SAP
SuccessFactors lob Family Create

Maps Cobrainer Job Family/lob Cluster entity to SAP
SuccessFactors Family entity for creates

Message Mapping - Cobrainer Job Family To SAP
SuccessFactors lob Family Upsert

Maps Cobrainer Job Family/Job Cluster entity to SAP
SuccessFactors Family entity for updates

Message Mapping - Cobrainer Job Profile To SAP
SuccessFactors Job Profile Create

Maps Cobrainer JobProfile entity to SAP SuccessFactors
JobProfile entity for creation

SAP Message Mapping - Cobrainer Job Profile To SAP
SuccessFactors SuccessFactors Job Profile Update

Talent Maps Cobrainer JobProfile entity to SAP SuccessFactors
[l T E I VoM JobProfile entity for updates

Integration with Replicate Cobrainer Job Families into SAP SuccessFactors
Cobrainer Job Creates/updates JobFamily entities in SAP SuccessFactors
Architecture based on Cobrainer Job Families or Job Clusters within a Job
(version 3.0.0) Architecture

Replicate Cobrainer Job Profiles into SAP SuccessFactors
Synchronizes JobProfile and Role entities in SAP SF with |
verified Cobrainer Job Roles or Job Levels

Replicate Cobrainer Skill Clusters into SAP SuccessFactors
Talent Intelligence Hub

Outputs TIH Attribute and Tag files into an SFTP directory,
replicating Cobrainer Competencies within a Job Architecture

Replicate Cobrainer Skills into SAP SuccessFactors Talent
Intelligence Hub

Outputs SAP SuccessFactors Talent Intelligence Hub Attribute !
files to an SFTP directory, replicating Cobrainer Skills within a
lob Architecture and/or Curated Skills List

Cobrainer Integration - Create Job Family in SAP
SuccessFactors

Creates a single Job Family Entity in SAP SuccessFactors Job
Profile Builder

SAP

Cobrainer Integration - Create Job Profile in SAP
SuccessFactors

Creates JobProfile and Role in SuccessFactors including its I
Competency Mappings in SAP SuccessFactors Talent
Intelligence Hub

SuccessFactors
Reusable Artifacts
for Cobrainer
Integration

(version 3.0.0)

Cobrainer Integration - Delete Role-Attribute Mapping in
SAP SuccessFactors

Deletes a single Role-Competency/Skill Mapping in SAP
SuccessFactors Talent Intelligence Hub
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Package

Where Used

Scenario , , Scenario 4
/ Scenario 2 | Scenario Replicate
Artifact , Replicate 3 preax
Replicate Competenci | Replicate Job Profile
JobFamil P P and Attr
es Skills ,
y Mappings

Cobrainer Integration - Process SAP SuccessFactors

SAP
SuccessFactors
Reusable Artifacts
for Cobrainer
Integration
(version 3.0.0)

Cobrainer

Reusable Artifacts

for SAP
SuccessFactors
Integration
(version 3.0.0)

Inbound Queue

Picks up SAP SuccessFactors Inbound Messages from the JMS
queue and routes each message to the corresponding
Integration Flow processor

Cobrainer Integration - Send Event to SAP SuccessFactors
Execution Manager
Sends a Cobrainer Integration event to the SAP SF XM

Cobrainer Integration - Update Job Family in SAP
SuccessFactors
Updates a single Job Family Entity in SAP SuccessFactors JPB

Cobrainer Integration - Update Job Profile in SAP
SuccessFactors
Update JobProfile entity in SuccessFactors

Cobrainer Integration - Upsert Role-Attribute Mapping in
SAP SuccessFactors

Upserts a single Role-Competency/Skill Mapping Entity in SAP
SuccessFactors TIH

Call Cobrainer API

Not used in TIH Integration

Call Cobrainer GraphQL API
(alls Cobrainer GraphQL AP! to fetch Cobrainer Entities

Cobrainer Script Collection
Contains reusable Scripts used across Cobrainer Integration
iFlows

Get Cobrainer API Details
Fetches Cobrainer's API Details - APl Key/Token and URI!

Get Cobrainer Integration Message Logs
Returns Cobrainer Integration Error Logs

[new in version 2.0] Get Cobrainer Runtime Parameters
Retrieves Integration Runtime Parameters configured in
Cobrainer Control Room

Process Cobrainer Inbound Queue

Not used in TIH Integration
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7.1 General Settings

Control Room

Cobrainer Sales Presales

DASHBOARD / SAP DATASYNC V3 / UPDATE - BOBCAT-INT-PROD

Configuration Name * bobcat-int-prod

Tenant Id

uuid

Configuration Id
uuid

Processing

Waiting Time for Files to Be
Processed *
in Seconds

Retry Time to Check if Files Are
Processed After the Waiting Time Is
Over *

in Seconds

Parameter Name

Configuration Notes

Configuration Name

User-defined, meaningful name to identify the integration
configuration

Tenant Id

System-generated identifier for the tenant; Automatically assigned

Configuration Id

System-generated unique identifier for the configuration;
Automatically assigned

PROCESSING

Waiting Time for Files to
be Processed (in
Seconds)

The time to wait after each attribute file is generated, allowing the
Integration Center to process it before moving to the next step. This
value is also used in the Scheduler Excel sheet to calculate the start
times of Integration Center jobs.

Retry Time to Check if
Files are Processed After
the Waiting Time is Over
(in Seconds)

If TIH import files remain in the directory after the initial waiting
period, this specifies the additional wait time before retrying. It allows
for potential delays in the Integration Center job schedule before
rechecking the files.
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7.2 SAP Integration Suite Connectivity

SAP Integration Suite Connectivity e Connected ©Ow TEST CONNECTIVITY ~

OAuth Client ID *

OAuth Client Secret *

OAuth Token URL *

iFlow Endpoint Base URL *

Parameter Name

Configuration Notes

SAP INTEGRATION SUITE CONNECTIVITY

OAuth Client ID

OAuth 2.0 Client ID generated in SAP BTP for the Integration Suite
instance

OAuth Client Secret

OAuth 2.0 Client Secret generated in SAP BTP for the Integration Suite
instance

OAuth Token URL

OAuth 2.0 token endpoint URL of the SAP BTP subaccount where the
iFlows are deployed

iFlow Endpoint Base URL

Base HTTP endpoint URL of the deployed iFlows in SAP Cloud Integration

Test Connectivity

Indicates success when an OAuth token is successfully generated using
the configured connectivity parameters
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7.3 Cobrainer Settings

Cobrainer

Configuration

Simulation

SAP AIR Key *

Authentication Method * api_key

Authentication Method * service_user

SCI API Key Alias cobrainerAPIKey_sap-integration

SCI API Client Id Alias cobrainerAPIClientld_sap-integration

Job & Skill Architecture

Job Architecture Id =*

uuid

Job Profile Context

Parameter Name

SCI User Credential Alias cobrainerAPIUser_sap-integration

Configuration Notes

COBRAINER
Configuration
When enabled, the integration runs in Simulation Mode. No
Simulation datais posted to SAP SuccessFactors, and no TIH files are
generated or placed in the SFTP directory.
This is Cobrainer’s AIR key that is included in the header of
all API calls to SAP SuccessFactors in compliance with
SAP AIR Key PartnerEdge requirements. For non-production
environments, this value defaults to saptest0, as specified
in SAP AIR Adoption guidelines.
API

Authentication Method

Supported values: api_key or service_user. The
authentication method is provided by Cobrainer during
onboarding and is used by SAP Cloud Integration to
authenticate API calls to Cobrainer.

SCI API Key Alias

Applicable when api_key authentication is used. Specify
the API Key Alias created in the SAP Cloud Integration (SCI)
Security Material page. Refer to Section 4.1.2.2 of this guide.
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SCI API Client Id Alias

Applicable when service_user authentication is used.
Specify the API Client ID alias created in the SCI Security
Material page. Refer to Section 4.1.2.1 of this guide.

SCl User Credential Alias

Applicable when service_user authentication is used.
Specify the User Credential alias created in the SCI
Security Material page. Refer to Section 4.1.2.1 of this guide

Job & Skill Architecture

Job Architecture Id

Identifier of the Job & Skills Architecture (JSA) to be
replicated to SAP SuccessFactors. Provided by Cobrainer
during onboarding.

Job Profile Context

Supported values: role or level. Specifies which JSA level is
replicated to the Job Profile and Role entities in SAP
SuccessFactors.
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7.4 SAP SuccessFactors Settings

SAP SuccessFactors

Connectivity

Company Id *

SCI Credential Alias *

Base Address *
url

Authentication Method *

Address *

SCI Private Key Alias *

SCI Credential Alias *

Username *

Parameter Name

successfactorsOAuth_Sandcat

https://api68sales.successfactors.com

sftp8.sapsf.com

successfactorssftp_sandcat

successfactorsSFTP_Sandcat

Configuration Notes

SAP SUCCESSFACTORS
Connectivity
Company ID of the SAP SuccessFactors tenant that the integration
Company ld
connects to.
API

SCI Credential Alias

oAuth2 SAML Credential Alias maintained in SAP Cloud Integration (SCI)
Security Material used to authenticate API calls to SAP SuccessFactors.

Base Address Base URL of the SAP SuccessFactors OData endpoint
SFTP
Address SFTP server address where TIH files are generated and stored

Authentication Method

Supported values: user, key, or dual. Determines the authentication
mechanism used to access the SFTP server
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Applicable when key or dual authentication is used. Specify the Private
SCI Private Key Alias Key alias created in the SCI Security Material page. Refer to Section 4.2.1
of this guide.

Applicable when user or dual authentication is used. Specify the User
SCI Credential Alias Credential alias created in the SCI Security Material page. Refer to Section
4.2.2.1 of this guide.

Applicable when key or dual authentication is used. Specify the SFTP
Username username used to access the SFTP server. For SAP SuccessFactors—
provided SFTP, this is supplied during SFTP account provisioning.

Job Profile Builder

Deactivate Job Profiles

Competency Rating Default 50

Job Profile Template Id * 1038546

Job Profile Template Sections

Name ID

skills 1446887452535

description 1446887452523

competency 1446887452533

1446887452525

work_context 1446887452527

+ Add row

SubFamily Levels

Level Name ID

1 Job Clusters v 1050536

Parameter Name Configuration Notes

SAP SUCCESSFACTORS

Job Profile Builder

When enabled and a Cobrainer Job Role or Job Level (previously replicated
Deactivate Job Profiles to SAP SuccessFactors) is archived in Cobrainer, the integration triggers
deactivation of both the associated Job Profile and Role in SAP
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SuccessFactors. This prevents the creation of orphaned Role entities,
since each Cobrainer Job Role or Job Level is always mapped to both a
Role and a Job Profile in SAP SuccessFactors.

When disabled, Job Profiles and Roles remain active in SAP
SuccessFactors even if the source entity is archived in Cobrainer. Any
subsequent deactivation must be handled manually, with full
consideration of downstream dependencies and impacts.

Competency Rating Default

The default competency rating applied to the job profile/role-competency
mappings

Job Profile Template Id

The Job Profile Template ID generated in SAP SuccessFactors. Refer to
Section 5.2.2 of this guide.

Job Profile Sections

The section names and IDs created in the job profile template. Section
names are provided by Cobrainer during onboarding, while section IDs are
generated when the job profile template is created in SAP SuccessFactors
(refer to Section 5.2.2). Multiple sections can be added as needed.

SubFamily Levels
(new in version 3.0.0)

When Job Clusters are to be replicated as SubFamilies in SAP
SuccessFactors, specify the subFamilyDefinitionEntity externalCode
created in SAP SuccessFactors (refer to section 5.4).

Talent Intelligence Hub

Skill Cluster

Map to Tags

Map to Competencies

Deactivate Competencies

Parameter Name

Configuration Notes

SAP SUCCESSFACTORS

Talent Intelligence Hub

Skill Cluster

Map to Tags

When enabled, Skill Clusters in Cobrainer are replicated as Tags in SAP
SuccessFactors TIH.

Map to Competencies

When enabled, Skill Clusters in Cobrainer are replicated as Competencies
in SAP SuccessFactors TIH.
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Deactivate

When enabled, Competencies in SAP SuccessFactors are automatically
deactivated if a previously synchronized Competencies is unmapped or
deleted in Cobrainer’s JSA.

Competencies When disabled, previously synchronized Competencies in SAP
SuccessFactors remain active regardless of their status in Cobrainer.

Applicable only if Map to Competencies is enabled.

Skill

Deactivate Skills

Embed Proficiency Level Texts
in Attribute's Description

Update Skill Tags

Fallback Skill Tag Cobrainer Library

Skill Type Tags
e.g. SkillTypel, SkillType2

cbr_hard X cbr_soft X

Parameter Name

Configuration Notes

Skill

Deactivate Skills

When enabled, skills in SAP SuccessFactors are automatically
deactivated if a previously synchronized skill is deleted in
Cobrainer.

When disabled, previously synchronized skills in SAP
SuccessFactors remain active regardless of their status in
Cobrainer.

Embed Proficiency Level Texts
in Attribute’s Description

When enabled, the proficiency level texts for each skill are
appended to the skill’s description.

Update Skill Tags

When enabled, skill-tag mappings are synchronized and updated
from Cobrainer’s JSA.

Fallback Skill Tag
(new version 3.0.0)

When specified, the Tag ID is applied as the default tag in SAP
SuccessFactors TIH to all Cobrainer Skills that are not assigned to
a Cobrainer Skill Cluster.

This is particularly useful when a Tag filter is mandatory in
Performance Management Forms, as it ensures that all Cobrainer
Skills can be included in the filter.
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Skill Type Tags

Source

Directory x*
Attributes *
Attribute Tags *
Attribute Texts *
Tags *

TagTexts *

Target

Directory *

Prefix - Attributes *

Prefix - Attribute Tags *

Prefix - Attribute Texts *

Prefix - Tags

Prefix - Tag Texts

When specified, Skills in SAP SuccessFactors are additionally
tagged based on their skill type as defined in Cobrainer.

The currently supported values are cbr_hard and cbr_soft.

/IntegrationCenter/TIH/CPI/Inbound
TIH_Attributes_Export*
TIH_AttributeTags_Export*
TIH_AttributeTexts_Export*
TIH_Tags_Export*

TIH_TagTexts_Export*

/IntegrationCenter/TIH/Inbound/
TIH_Attributes_Import-
TIH_AttributeTags_Import-
TIH_AttributeTexts_Import-
TIH_Tags_Import-

TIH_TagTexts_lmport-

SFTP
Source
Specify the SFTP source directory used by the SAP SuccessFactors
Integration Center to export TIH attribute and tag files.
Directory

This SFTP directory should already exists in the SFTP server. Refer to
section 5.4 of this guide.

File - Attributes

Specify the filename pattern for the Attributes export file.

File — Attribute Tags

Specify the filename pattern for the Attribute Tags export file.

File — Attribute Texts

Specify the filename pattern for the Attribute Texts export file.
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File — Tags

Specify the filename pattern for the Tags export file.

File — TagTexts

Specify the filename pattern for the Tag Text export file.

Target

Directory

Specify the SFTP target directory for the TIH Atttributes and Tags
Import Files. This is the location where the import files are generated
by the SCI iFlows and where the SAP SuccessFactors Integration
Center retrieves and processes them into SAP SuccessFactors TIH.

This SFTP directory should already exists in the SFTP server. Refer to
section 5.4 of this guide.

File Prefix - Attributes

Specify the filename prefix for the Attributes import file.

File Prefix — Attribute Tags

Specify the filename prefix for the Attribute Tags import file.

File Prefix — Attribute Texts

Specify the filename prefix for the Attribute Texts import file.

File Prefix— Tags

Specify the filename prefix for the Tags import file.

File Prefix — TagTexts

Specify the filename prefix for the Tag Texts import file.

File Size

Specify the file size limit for each TIH file. This setting controls the
maximum number of attributes per file.
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7.5 Language Mappings

Mappings

Cobrainer — SFSF

Cobrainer

American English

German (Germany)

Auto-Translation Disclaimer Text

MAPPINGS

SFSF

English US

Deutsch (German)

+ Add row

Translation
Reviewed?

Default

®

O

Disclaimer: Auto-translated content. Accuracy is not guaranteed.

Cobrainer ! SFSF Language Mapping

K SFSF Default? Translation Reviewed?
Language
When disabled, it indicates that
When enabled, this the job proflle description .
. translation has not been reviewed.
language is set as the . .
default locale in SAP In this case, the auto-translation
Cobrainer SAP SuccessFactors disclaimer text is added to the job
SuccessFactors. Only . L
Language ID Language ID profile description for the

one SFSF language can
be configured as the
default.

corresponding language.

Default Cobrainer languages are
automatically marked as reviewed.

Auto-Translation
Disclaimer Text

This text is automatically appended to the job profile description translations for all
languages that are not marked as Translation Reviewed in the mapping above.
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Proficiency Scale Labels

Level 1 Level 2 Level 3 Level 4 Level 5

English US Beginner Intermediate Proficient Expert

Deutsch

Einsteiger Fortgeschrittener Kompetent Experte Meister
(German) 9 9 P P

Parameter Name Configuration Notes

MAPPINGS

Specify the proficiency level labels for each SAP SuccessFactors
language configured in the Cobrainer > SFSF Language Mapping.

Labels for the default language defined in that mapping are
mandatory.

Proficiency Scale Labels For SFSF languages without specified labels, the default language
text is used as a fallback.

These labels apply only when Embed Proficiency Level Texts in the
Attribute’s Description is enabled under the Skills Replication
section.
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